Lab: Risk Identification and Risk Analysis (Qualitative and Quantitative)
Task 1: Online Bookstore Risk Analysis
Step 1: Identify Assets
Identify at least three assets critical to Acme Books’ operations.
	Asset
	Type (Data/Service/Infra)
	Business Role

	
	
	


Step 2: Define Risk Statements
Write at least two risk statements using the template:
An adverse event affecting [asset] could lead to [impact], occurring with [likelihood].
	Event / Condition
	Target Asset
	Risk Statement

	
	
	

	
	
	


Step 3: Qualitative Risk Analysis
Use the likelihood and impact scales from lecture to assign scores to each risk.
	Risk Description
	PQual
	IQual
	RQual (Score)
	Justification

	
	
	
	
	

	
	
	
	
	


Step 4: Quantitative Risk Analysis
Convert your qualitative scores into numbers using the formulas from lecture.
	Risk Description
	PQual
	IQual
	PQuant (Events/year)
	VQuant (£)
	RQuant (£)

	
	
	
	
	
	

	
	
	
	
	
	


Step 5: Reflection
1. Which risk had the highest qualitative score? Why?
2. Which risk produced the highest quantitative value? What does this number mean in practice
3. Did both methods highlight the same risk, or different ones? Why?
4. Which method (qualitative or quantitative) do you think is more useful, and why?
5. If you were advising the company, which risk would you address first, and how (reduce, transfer, retain, avoid)?
Task 2: DVWA Risk Analysis
Step 1: Identify Assets
Explore DVWA and identify at least three assets.
	Asset
	Type (Data/Service/Infra)
	Business Role

	
	
	


Step 2: Define Risk Statements
Write at least two risk statements using the template:
An adverse event affecting [asset] could lead to [impact], occurring with [likelihood].
	Event / Condition
	Target Asset
	Risk Statement

	
	
	

	
	
	


Step 3: Qualitative Risk Analysis
Use the likelihood and impact scales from lecture to assign scores to each risk.
	Risk Description
	PQual
	IQual
	RQual (Score)
	Justification

	
	
	
	
	

	
	
	
	
	


Step 4: Quantitative Risk Analysis
Convert your qualitative scores into numbers using the modified constants (N=20, M=£5,000,000).
	Risk Description
	PQual
	IQual
	PQuant (Events/year)
	VQuant (£)
	RQuant (£)

	
	
	
	
	
	

	
	
	
	
	
	


Step 5: Reflection
1. Which DVWA risk had the highest qualitative rating? Why?
2. Which DVWA risk produced the highest quantitative value? What does this number mean in financial terms?
3. Did both methods highlight the same risk, or different ones? Why?
4. Was it easier to identify assets and risks in the abstract scenario (Task 1) or in the real DVWA system (Task 2)?
5. If you were advising DVWA’s owner, which risk would you address first, and what treatment (reduce, transfer, retain, avoid) would you suggest?
